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Press Conference Remarks
Good afternoon. Several weeks after the April 16, 2007 tragedy at Virginia Tech, President Steger asked me to organize an internal review of relevant communications and information technology infrastructure and systems. To prepare this report, we convened a series of studies by a broad group of Virginia Tech professionals and faculty experts representing information technology (IT), law enforcement, and university administration. We established 14 project teams involving over 80 individuals to complete specific data gathering and research assignments. Over 60 additional individuals contributed in some notable way to the completion of this review.
Each team prepared a comprehensive review and inventory of systems, activities, and results within the scope of their assigned areas. The teams examined the effectiveness of systems and identified challenges taking into account recorded performance measurement, comments from interviewed emergency responders and university community members, and observations and records of the University and communications providers.

Teams contacted and visited colleagues at several peer universities nationwide to collect information regarding best practices.

The information technology infrastructure serving the needs of a large research university is complex.  The events of April 16, 2007 and the response, investigation, and recovery at Virginia Tech that followed placed extraordinary demands on these systems. This report provides a comprehensive inventory and analysis of the utilization and performance of these systems used during and after the April 16 incident.  It addresses resources depended upon by emergency responders, investigating law enforcement officers, university officials, media, faculty, staff, students, and families of the university community. It includes information about communications resources owned and operated by the University and extensive resources owned and operated by providers and responders.
The report examines multiple areas including:

· Campus and Regional Data Communications Systems 

· Web Communications Facilities
· Emergency Radio Communication Systems 

· Relevant local 911 Systems 

· Cellular Service Utilization and Performance 

· Traditional Telephone Service Utilization and Performance

· Video, Campus Cable Television, and Related Broadcast Systems 

· Information Technology Support Services 

· Data Preservation Facilities and Processes 

· Data Retrieval Facilities and Processes 

· Systems and Issues: Management of Personal Information 

· Command, Control, and Emergency Communications Centers 

· Cyber-Security

· Audit of Specifications and Implementation: Automated Notification System

The main body of the report presents a summary of findings, plus, tactical and strategic recommendations drawn from the comprehensive area reports which are presented as appendices.  

Principal Findings
The crisis and the response of April 16 placed extraordinary stress on campus information technology resources.   The university primary web page experienced nearly the same volume of information requests on April 16 as had previously been recorded during the entire busiest MONTH ever experienced.  University and commercial provider telephone systems, data networks, cellular phone systems, and other information services were similarly stretched.  Figure 1 summarizes a few of the data highlighting these phenomena.

Figure 1: Communications Infrastructure Stress Factors April 16, 2007

	System
	Normal 
	April 16
	Effect

	University Web Site Access
	455 gigabytes per MONTH (largest ever)
	432 gigabytes in a DAY
	3000% increase

	Virginia Tech Police Dispatch Center
	400-500 calls per day
	2,027 calls
	450% increase

	Cellular Provider Capacity and Coverage
	Designed for non-emergency peak load, limited in-building coverage
	Added 3 COLTs, 2 in-building antenna systems, 200 phones 
	By April 17, temporary coverage/capacity added

	Internet gateway capacity
	500 Mbps
	Added 1 Gbps over 10GE research link
	300% increase

	University Switchboard
	3,200 calls handled per week
	9,878 calls handled 4/16-4/21
	300% increase

	Telephone calls into Blacksburg Central Office
	Reported by local provider
	Multifold Increase

	Virginia Tech Telephone System Inbound Calls
	25,000 calls inbound daily on average
	75,000+ calls inbound on April 16
	300% increase 

	Centralized Computing Systems Data Storage
	Prior to 4/16, roughly 300 Terabytes/day
	Since 4/16, over 600 Terabytes/day
	100% increase

	Data Preservation (12 week period)
	3,000 tapes
	11,700 tapes
	390% increase


Information Technology staff and telecommunications service providers responded to the enormous demands by load balancing systems and increasing capacities for network services. Lines connecting the campus telephone system to the public network experienced a five percent blocking rate for a short period in the face of a three hundred percent increase in the number of call attempts. IT staff equipped eleven temporary emergency command and communications centers with telephones, computers, wireless hubs, faxes, printers, and other needed accessories. 
Key contributions of Information Technology were in the areas of information-forensics and data storage and retrieval.   Virginia Tech is fortunate to have strong expertise among research faculty and IT professional staff in the area of information security.    Extensive forensic information was provided to law enforcement for investigation.  Personal records including email, filebox, and other information were made available to families of victims.  

Communications infrastructure that experienced degradation during the response:
Cellular Telephone Systems
During the initial response period on April 16, local cellular provider networks became congested and blocked calls.   In-building coverage was inadequate.  The strong and supportive response from service providers is noteworthy.  After the initial response period on April 16, cellular providers including AT&T, Sprint-Nextel, Verizon Wireless, and US Cellular all dispatched technicians to increase tower capacity.  By April 17, Sprint-Nextel, Verizon Wireless, and US Cellular each had “Cell on Light Truck” systems operating on campus and each had provided emergency-use phones and accessories.   Sprint-Nextel installed an in-building antenna system at The Inn at Virginia Tech and worked with Virginia Tech Communications Network Services (CNS) to install an in-building antenna system at the command center in Lane Stadium. 
Public Switched Telephone Network (PSTN)

Virginia Tech’s campus telephone system connects to the rest of the world through the Public Switched Telephone Network (PSTN).   Senior executives with the local telephone service provider initiated contact to offer support to the University early on the afternoon of April 16.  Call volume into the Blacksburg area increased by several fold on April 16 and the local provider  acknowledges call blocking occurred.   The PSTN is engineered to avoid call blocking under normal circumstances, but not during abnormal rapid increase in demand.  This engineering method is the practice nationally. 

Emergency Responder Radio Communications

Deficiencies in interoperability and coverage of police, fire, and rescue radio communications are decades-old problems in the United States.    Local police and emergency agencies use a variety of radio systems and frequencies and are often unable to communicate directly with each other.   Radio systems typically do not support mobile data, encryption, geographic information systems (GIS), and other advanced capabilities.  
Tactical and Strategic Recommendations
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The Working Group offered over 120 tactical recommendations specific to particular functional areas which present opportunities for improvement. Although few if any of these recommendations would have been relevant to early detection or mitigation of the events of April 16, virtually all address issues or circumstances that would have made the hours and days following the event less hectic. They could also be critical to response in different kinds of future emergency scenarios. Some represent actions the University can take by reconfiguring existing technology or by implementing changes using comparatively simple or readily available solutions.  Examples are labeled on Figure 2 under the column “Near Term Recommendations” referencing specific and comprehensive improvements: (1) to the student run radio facilities and for its inclusion in the university’s alert system, (2) to the campus and area phone systems, (3) to local area cellular phone facilities, (4) to enhancing and leveraging the campus cable TV system  for emergency mitigation, (5) to using the network-based instructional support systems, Blackboard and Scholar, for emergency information, and (6) in the integration of location awareness information that can be utilized in response to emergencies. We also offer recommendations for improvements in the communications interface with various area Public Safety Answering Points and in our police dispatch facility.
The principal recommendations are long term and strategic in nature.  They involve fundamental research and development, substantial investments, and/or innovation in policy, methods, and technology across multiple disciplines.  Early steps towards development of these strategies are already underway. First, the University should exercise its unique opportunity and critical competencies to develop a new information architecture designed from the ground up for resiliency, performance, applications integration, and ubiquitous access - enabling an emerging array of capabilities supporting public safety and security.  Second, Virginia Tech should continue working  with community and regional emergency response agencies for development of a fully interoperable mobile communications system with advanced capabilities.
Strategic Recommendation 1:  A New Campus Information Architecture

The four phases of emergency management are Mitigation, Preparedness, Response, and Recovery.  Traditional telecommunications systems have long been critical components for emergency response.  But the existing telecommunications system in this region, and, frankly, in the United States, is not designed to support all of the innovations possible in emergency management, such as advancements in processing, visualization, sensors, and myriad other tools.   Virginia Tech envisions the creation of a new information architecture capable of facilitating all phases of emergency management including Mitigation (avoidance and deterrence) and Preparedness.
Over the last year, the University has articulated plans to design and build a digital, Internet Protocol-based (IP) information architecture.   Planning and design has occurred primarily in the context of creating a next-generation communications system to support the evolving needs of research and education.  However, reflection following April 16 has strengthened the realization that the envisioned architecture will greatly enhance all phases of emergency management. 
This enhanced system will take advantage of the resilience inherent in IP-based networks to provide extremely high reliability and availability.  It will integrate all types of communications including legacy voice, data, video, entertainment, and educational systems.  It will replace aging telephone and CATV systems and will augment the capabilities of Virginia Tech’s high performance data network. The new architecture will support a wide variety of IP access devices.     

Employing innovative new technologies like massive sensor networks, intelligent threat analysis systems, pervasive computing, and cognitive radio, the new architecture will be designed from the ground up to facilitate all phases of emergency management.  This new architecture has the potential to remediate many issues and enable most innovations identified in this report.  
Strategic Recommendation 2:  First Responder Radio Communications

Virginia Tech should continue to make the combined expertise of the multidisciplinary Wireless @ Virginia Tech research group and Information Technology professional staff available to aid the efforts of community responder agencies to develop and implement a fully interoperable, advanced mobile communications system in the region.    This system could enable applications applying geographic information technology, identity management, location awareness, sensor networks, high speed links to state and national criminal information databases, and other resources. 
In conclusion, the Working Group examined performance, stress-response, and interoperability of all communications elements.  The report includes recommendations for rapid, short-term improvements as well as longer term, strategic recommendations.   Virginia Tech will continue to develop and expand the long-term strategy beyond the scope of this report.   In the context of emerging technologies, members of this Working Group and additional experts and researchers will articulate a plan for a 21st century pervasive communications architecture based on inherently resilient Internet Protocol technology.  The intent is to develop a system fundamentally designed with capabilities to support emergency mitigation, planning, response, and recovery as well as encourage new modes of communication for research, learning, and enhanced quality of life.
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